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Thank you for your letter of 8 September about the Covert
Surveillance and Covert Human Intelligence Sources Codes of
Practice.

In response to our earlier consultation on the Codes of Practice, you
asked that the Codes be amended so that references in paragraph
4.1 to a Member of Parliament are extended to include Members of
the London Assembly. Your key concern was to ensure that there
are sufficient safeguards in place to protect confidential
communications between Assembly Members and their constituents.
I am grateful for the opportunity to respond to your concerns in full on
this issue.

Your proposal was considered during the consultation on the Codes
and we concluded that the suggested amendment was not
necessary. RIPA and the detailed reguiatory framework set out in [he
Codes already ensure that there are sufficient safeguards in place to
protect communications between Assembly Members and their
constituents. The Codes are clear that particular care must be taken
in all cases where the subject of the intrusion might expect a high
degree of privacy, or where confidential material is involved.
Consultation between a constituent and their elected Assembly
Member is clearly a situation where a high degree of privacy might
reasonably be expected, and where confidential personal information
may be obtained. In circumstances such as these, authorising
officers considering the use of RIPA will have to demonstrate careful
consideration of the impact on the individuals concerned.

Appendix 4



The draft Codes adopt the same position as the previous Covert
Human Intelligence Code on this issue and I am not aware of public
authorities exercising RIPA powers experiencing difficulty in
considering the guidance on confidential information. As you may
know, the independent Office of the Surveillance Commissioner
(OSC) monitors public authority use of surveillance and Covert
Human Intelligence Source powers and the consideration of
confidential information by authorising authorities has not been
flagged by them as a concern.

The Police Act 1997 also provides enhanced safeguards for any
surveillance that involves interference with property including wireless
telegraphy. The Act covers the placing or use of any devices
deployed for the purpose of covert surveillance. Section 99 of the Act
makes clear that confidential personal information includes any
personal information held in confidence which has been acquired or
created in the course of a trade, business, profession or other
occupation or for the purpose of any paid or unpaid office, as well as
the communication by which the information is obtained. It is difficult
to see how this could not be interpreted as covering communications
between your Members and their constituents. Property interference
in these circumstances requires the approval of a Surveillance
Commissioner.

In light of the above, I am satisfied that the Codes as drafted offer
sufficient guidance to ensure that any authorisation under RIPA of
operations likely to impact on communications between constituents
and elected officials, are considered and authorised at an
appropriately senior level within law enforcement bodies. Public
authorities take their obligations under RIPA extremely seriously and
the OSC provides the necessary independent oversight to ensure
that the principles of the Code are rigorously applied in practice.

Rt Hon Mike Penning MP




